The harmful effects of bullying and harassment on children have long been of concern to parents, educators, and policy makers. The online world presents a new environment in which vulnerable children can be victimized and a space where perpetrators find new ways to perform acts of harassment. While online bullying is often considered to be an extension of persistent offline behavior, according to EU Kids Online (2011), the most common form of bullying is in person, face-to-face. With the rise in use of mobile Internet technologies, this balance is changing. Increased levels of use and more time spent online accessed through a variety of devices has increased children's exposure to a range of online risks, including cyberbullying. This article presents the findings of the Net Children Go Mobile project, a cross-national study of children aged 9-16 in seven European countries. The research builds on the work of EU Kids Online and supports the identification of new trends in children's online experiences of risk and safety. The study finds that while overall levels of bullying have remained relatively static, levels of online bullying have increased, particularly among younger teens. The relationship between cyberbullying and the use of mobile Internet technologies is examined and factors contributing to increased levels of cyberbullying are highlighted.
Introduction
The rapidity with which the Internet has been embraced by young people and the speed at which it has impacted on the environment for young people's informational, educational, and entertainment needs is remarkable. Young people have been at the fore in embracing new Internet technologies [1] , adapting them effortlessly to new modes of social interaction [2] and forging new and often unexpected opportunities for learning [3] . Yet, a dual discourse counterpointing the diverse opportunities that the Internet affords with attendant risks and concerns with how best to manage young people's engagement with a complex amalgam of technologically-mediated content and contact risks has preoccupied policy makers, almost since its inception [4] .
The harmful effects of bullying and harassment on children have long been of concern to parents, educators, and policy makers, long before the Internet became such a feature of contemporary life. That the online world presents a new environment in which vulnerable children can be victimized and a space where perpetrators find new ways to perform acts of harassment has been acknowledged by educators and online safety aspects as one of the main challenges facing children's online participation. Yet, the extent to which use of the Internet by young people has contributed to experiences of being bullied remains a challenging research question. Multinational studies such as EU Kids Online and Net Children Go Mobile have sought to enhance knowledge of European children's online opportunities, risks, and safety through the development of a robust evidence base towards understanding the online landscape that increasingly frames children and young people's experience. Children's accounts of risks and harm experienced through their use of the Internet provide the basis for the current study with a particular focus on the use of mobile Internet technologies such as smartphones, tablets, and other mobile connected devices. The study draws on children's responses from seven participating European countries and provides a baseline on which to assess trends in the situations that children find problematic. Bullying and online harassment feature as one of the risks asked about and while not the most prevalent of 'risky' experiences that children describe, it is the one that was found to have the most severe impact.
Researching Young People's Internet Use
In response to growing policy concerns regarding online safety for children as well as a lack of reliable evidence in Europe, researchers have sought to develop better knowledge of European children's experiences and practices regarding risky and safer use of the Internet and new online technologies, and thereby to inform the promotion of a safer online environment for children. EU Kids Online has been one of the most prominent contributors in this regard. Beginning in 2006, EU Kids Online, with the support of the European Commission's (EC) Safer Internet Program, has in three successive phases of work sought to enhance knowledge of children's experiences and practices regarding risks and safety on the Internet. It has been acknowledged as the primary source in Europe of high-quality, independent, and comprehensive evidence underpinning a better and safer Internet for children in Europe [5] .
The aim of the Net Children Go Mobile project, which followed EU Kids Online, is to study children's and young people's use of mobile Internet technologies and to examine consequences they may have for children's online well-being. Employing both quantitative and qualitative methodologies, the research focuses specifically on how new mobile conditions of Internet access and use (smartphones, tablets, other portable devices and use of Wi-Fi) bring greater or lesser risks to children's online safety. Given the rapid adoption of convergent mobile media and the changes associated with mobile Internet access at home, in school, and when out and about, mobile media technologies provide children with potential new opportunities, while at the same time exposing them to new risks.
The proliferation of mobile connected devices has greatly expanded children's and young people's opportunities to go online and access the Internet outside the confines of the home. Research has shown that the social context of Internet access and use is a major factor in shaping children's online experiences [6] . With mobile, 'always-on' connectivity, the locations, time spent, and ways of using the Internet are likely to intensify, creating new challenges for parents, educators, and policy makers [7] .
Theoretical Framework
Previous research [6, 8, 9] indicates that the patterns and social contexts of general Internet use are key factors shaping children's online activities and online risks encountered. Online experience is defined as a pathway composed of the online activities engaged in by children and the online and offline factors (family, social ecological environment, etc.) that shape children's behaviors toward the technological world. This approach, based on Bronfenbrenner's work [10] , offers a re-conceptualization of the child's ecology as a multi-layered set of nested and interconnecting environmental systems, all of which influence the developing child but with varying degrees of directness. The perspective has evolved since its early inception and today acknowledges the role of the child's own characteristics, hence the model is now referred to as the bio-ecological model [10] . The framework recognizes the complex interdependencies between the institutions and structures that support or constrain children's opportunities and their agency in making choices and decisions online while negotiating these possibilities and constraints [11] .
Children's Internet use may be investigated on two levels [6] . The most common way is to consider the child as the unit of analysis, examining both individual (demographic, psychological) factors and factors relating to their social environment (parents, peers, and teachers). This allows the analysis of the process and consequences of online activities contextualized within the "meso" and "macro" system of children's lives [11] . Parents are the most influential part of the ecology, as are, for example, school and childcare arrangements. As these have the most direct contact with the child, they are represented in the circle or layer immediately surrounding the individual (the microsystem).
This analysis builds on our previous work [12] exploring a child-centered approach to children's experiences, perspectives, and action in relation of the use of the Internet, contextualizing them within concentric circles of structuring social influences-family, community, and culture [6] . By using the bio-ecological approach in which media are no longer investigated in their individual textuality or as a cluster of isolated material practices, but rather as "an overall technical social, cultural and place-based system, in which components are not decomposable or separable" [13] .
Another plausible framework is the usage paradigm, which connects Internet use with online opportunities and risk [14, 15] . This approach, characterized by the underlying rule "the more opportunities, the more risks" [8, 16] implies that the more children use the Internet, the more they learn to reap its benefits and deal in healthy and non-harmful ways with potential risk. However, risk does not always result in harm; and risk taking can be beneficial in terms of building resilience [6] .
Incidence of Bullying in Seven European Countries
Bullying was one of four types of online risk asked about in the Net Children Go Mobile survey. Young people were asked if they had themselves experienced bullying either online or offline; what impact this had on them; and what actions they took in attempting to deal with the problem, for example, who they spoke to or what action they took to deal with the problem.
Despite being a recurrent theme in research and in public and policy debates, there is no standard definition of 'cyberbullying.' Bullying has been defined as a form of aggression that is (a) intentional; (b) repetitive; and (c) involves a power imbalance between a victim and a perpetrator [17] . Accordingly, cyberbullying is defined as intentional and repeated aggression using any form of technological device such as the Internet or mobile phone.
To avoid adopting contested, adult, or emotionally-charged terms, bullying was defined in the Net Children Go Mobile study as follows: Sometimes children or teenagers say or do hurtful or nasty things to someone and this can often be quite a few times on different days over a period of time, for example. This can include: teasing someone in a way this person does not like; hitting, kicking or pushing someone around; intentionally leaving someone out of things. When people are hurtful or nasty to someone in this way, it can happen: in person face to face (a person who is together with you in the same place at the same time); by mobile phone (texts, calls, video clips); on the Internet (email, instant messaging, social networking, chatrooms); on whatever device you use to go online.
Survey Sample and Procedure
The main data used in this article is taken from the Net Children Go Mobile (NCGM) survey. A total of 3500 children who use the Internet were interviewed during winter 2013 and spring 2014, across seven European countries (UK, Denmark, Italy, Romania, Ireland, Portugal, and Belgium) [18] . Many of the questions asked in this survey replicate precisely those asked in the EU Kids Online survey conducted in 25 European countries in 2010 [8] .
The NCGM survey involved a random stratified sample of around 500 children aged 9-16, who are Internet users, per country. The sampling frame started with a known population base taken from national registers, that is, the general population in most countries and the population of children aged 9-16 years in some others. Using official registers of geographical units, country regions were stratified to ensure that smaller geographical and rural areas were included. From each stratum (that is, those identified in the stratification process), random sampling points were selected with a selection probability proportionate to the number of children aged 9-16 living in the area. Different address selection methods imply different degrees of sample representativeness. The interview was conducted in children's homes, as a face-to-face interview. It included a self-completion section for sensitive questions. Average interview time per child was 40 min [18] . To ensure children's comprehension, the wording of these questionnaires was refined on the basis of cognitive testing with children of different age groups (9-10, 11-12, 13-14, 15-16) and gender in each country. The Net Children Go Mobile survey continued to use EU Kids Online's conceptual framework, which is operationalized in a child-centered, critical, contextual, and comparative approach [8] .
For the purpose of comparison, the trends and patterns of cyberbullying incidences, between two periods of time (2010 and 2014) were identified. On several occasions we compared the findings of the Net Children Go Mobile survey with the 2010 EU Kids Online survey. When such comparisons are made we calculated an average number from the EU Kids Online survey only for the countries included in the Net Children Go Mobile survey, thus attempting to provide as direct a comparison as possible.
When direct comparisons are made to the EU Kids Online survey, the data are presented as "EUKO 2010" whereas the Net Children Go Mobile data are presented as "NCGM 2014." Table 1 presents the findings in response to the question of whether the child had been bullied online or offline in the past 12 months and whether this was an experience that had upset them. Prior research has shown that, while cyberbullying is less common than offline bullying [8] , it is a very distressing and harmful experience [8] . Online bullying is often understood as an extension of persistent offline behavior. The shift from offline to online spaces means that the boundaries of space and time are becoming non-existent: one cannot leave a place and know that the bullying will end; rather, the bullying is likely to take place not only at the school yard but also after school, on a variety of platforms. Research has also shown that compared to face-to-face forms of bullying, the boundaries between the roles of victim, perpetrator, and bystanders are less easily drawn in online bullying [19] . Base: All children aged between 9 and 16 who use the Internet, NCGM 2014.
Incidence of Bullying, Offline and Online
According to Net Children Go Mobile, nearly one in four (23%) 9-16-year-olds say that they have experienced some form of bullying, online or offline, in the past 12 months. For 6% of children, this was not an upsetting experience. However, the majority of children who have experienced bullying find it upsetting. Seventeen percent of children overall said they were "very" (5%) or "a little upset" (12%) about what happened. It is, however, the youngest children who report higher rates of being upset by being bullied (21%).
Gender differences are marked. The incidence of bullying is higher among girls overall and for those in their mid-teens, aged 13-14 years (26%). Girls are more likely to experience bullying (26%) than boys (19%) and more likely to be upset (20%) compared to 13% of boys.
Only slight differences by socioeconomic status are noted with children from middle SES homes reporting more frequent levels of bullying. It is at the country level where the greatest differences in incidence of bullying are to be found. The average of 23% of 9-16-year-old children experiencing some form of bullying incorporates therefore a wide variation from high levels of bullying experienced in Romania (41%) and Denmark (39%) to much lower levels in Portugal (10%), Belgium, and Italy (both 13%). The UK and Ireland (21% and 22%, respectively) are the only two countries that lie close to the average of the seven countries in the NCGM survey. A comparison of the EUKO 2010 and NCGM 2014 findings reveals that offline bullying is no longer the dominant form of bullying experienced by young people. Overall levels of bullying have risen marginally from 21% to 23%. However, the number of children who report being bullied online or through any form on the Internet or mobile phones has nearly doubled from 7% to 12% in the period from 2011 to 2014. An increase in bullying among girls, and a slight decline among boys, is noteworthy. This is especially the case in relation to girls' reports of cyberbullying, where almost a doubling of online bullying from 8% to 15% is reported.
Age variations are also significant. There are increased reports of bullying among young children, 9-10 years of age, and among 13-14 year olds. Older teens aged 15-16 as well as 12-13report a slight decline in experiences of being bullied. However, reports of cyberbullying have increased among all groups. The most substantial increase is in fact among younger users, aged 9-10, where reports have trebled from 3% to 10% between 2011 and 2014, and doubled among 13-14-year-olds, from 8% to 15%.
What Form Does Cyberbullying Take?
Bullying can occur in many ways and in the survey children were asked if someone had treated them in a hurtful or nasty way and how this had happened. Children were also asked if they had behaved in this way to someone else. For purposes of comparison, forms of bullying included in the EU Kids Online survey were listed in addition to new forms of mobile media use. Table 2 presents the ways in which children have been bullied by age and gender. While 10% of children have been bullied face-to-face, offline bullying, as noted above, is no longer the dominant mode of bullying behavior. In fact, 12% of children report being bullied through some technologically mediated form, online, or through mobile communication. The most common forms of cyberbullying reported is via a social networking site (SNS) at 7%. SMS messages and texts sent to the child's phone account for 3%, while phone calls, instant messaging, and gaming websites are each reported by 2% of children. Email, media sharing platforms, and chatrooms do not appear to be significant threats for online bullying.
Age differences are noteworthy. The youngest children are more likely to report being bullied face-to-face and on a gaming website. By contrast, teenagers are more likely to experience cyberbullying on social networking sites. Teenagers also report more experiences of cyberbullying via SMS and phone calls.
The gender differences in reports of being bullied are particularly significant. While bullying face-to-face is something of a constant across the age groups, more girls report being bullied at all, with gender being a factor in the different forms that cyberbullying takes. Overall, slightly more boys than girls reported being bullied face-to-face, especially in the younger age group. However, among teenagers, more than twice as many girls report being bullied online than boys (20% compared to 8%). Gender differences are marked in each of the dominant forms of cyberbullying: three times as many girls than boys report being bullied by SMS (6% vs. 2%), and girls report more than twice the amount of bullying on social networking sites (14% vs. 5%).
When it comes to children's accounts of bullying others, there are equal reports of bullying face-to-face as well as online bullying. Eight percent of young people report having bullied others either online or offline in the past 12 months. Younger boys are slightly more likely to have bullied others. Notably, while 13-14-year-old girls report the highest levels of being bullied on a social networking site (14%), just 3% say they have bullied others this way.
Prevalence of Cyberbullying on SNS and Mobile Platforms
The role of social networking sites is of particular interest. Social networking remains one of the most popular activities for young people online, with SNS being one of the most important venues for young people connecting, communicating, and socializing with peers, as well as identity building and self-expression [20] . EU Kids Online found in 2010 that over one-third of 9-12-year-olds and three-quarters of 13-16-year-olds who use the Internet in Europe have their own profile on a social networking site (SNS) [9] . Net Children Go Mobile reports a slight decline in this finding with 68% of children overall having at least one profile on a social networking site [21] . This is largely attributed to the decline in underage social networking use for 9-12-year-olds. Among teenagers 84% of 12-14-year-olds and 93% of 15-16-year-olds report having an SNS profile.
The role that social networking plays in experiences of cyberbullying, particularly for girls and younger children, is illustrated in Figure 2 . The data shows that children, both boys and girls across all age groups, who have at least one SNS profile, are at least twice as likely to be cyberbullied as children who have no SNS profile. In particularly, 22% of 13-16-year-old girls who have at least one SNS profile are more likely to be cyberbullied, compared to 4% of girls from the same age group. Similarly, 9% of 13-16-year-old boys who have at least one SNS profile are more likely to be bullied compared to 1% of boys from the same age group. Again, gender and age differences are notable with girls and younger children (both with or without a SNS profile) are more likely to be cyberbullied. Yet, the pervasiveness of social networking among teenagers is just one factor in experiences of cyberbullying. The use of mobile technologies, one of the primary areas of interest for the Net Children Go Mobile study, also features strongly in young people's reports of cyberbullying. Table 3 shows that smartphone users (17%) and tablet users (15%) are more likely to have experienced any form of cyberbullying than children who do not use mobile devices at all (8%). Smartphone users are also more likely to have engaged in any form of cyberbullying. There are no differences among the different categories of Internet users in the likelihood of being bullied face-to-face and there is only a marginal difference in the likelihood of bullying others face-to-face. Base: All children who use the Internet, NCGM 2014.
How Do Children Cope?
Building resilience and enabling young people to cope with online problems that may bother or upset them is an important objective of online safety education. Children try a range of coping strategies, when faced with upsetting experiences online. These include individual coping strategies such as trying to deal with the problem themselves; social coping strategies, which include seeking help from others; as well as technical solutions, such as blocking the sender or reporting the abuse using an online reporting tool. According to EU Kids Online, the most common individual coping strategy for experiences of being bullied online was a proactive one whereby the child tried to solve the problem on his/her own (31%). This was followed by the more fatalistic strategy in that a quarter of children who had been bullied hoped the problem would go away by itself (24%) [8] . Net Children Go Mobile focused on social coping strategies and the forms of social support that children sought in the context of experiencing bullying. Findings from EU Kids Online have shown that most children who had been bullied (four in five or 77%) talked to somebody about it.
Seeking Social Support for Upsetting Experiences Online
In the Net Children Go Mobile project, children were asked: if they were to experience something on the Internet or when they were online that bothered them or made them upset, how likely or unlikely is it that they would talk to a parent, a sibling, friends, or others (Table 4) . Base: All children who use the Internet, NCGM 2014.
Parents, both mothers and fathers, remain the primary source of social support in cases of experiencing something upsetting on the Internet. As shown in Table 4 , younger children are more likely to talk to their parents than anyone else, with both girls and boys most likely to seek support from mothers (65% and 52%, respectively). However, parental support decreases with age. While teenagers are still most likely to seek support from a parent (and in this case mothers are the most likely source of social support), teenagers also turn in significant numbers to seek support from their peers.
Gender is a significant factor here. While older girls are more likely to talk with their friends (42%) and still more likely to turn to their mothers (44%), teenage boys continue to seek support from parents (29% for father and 32% for mother) more than friends (27%).
The importance of peer support in dealing with upsetting experiences of bullying is well established [22] . This survey finds that after parents, peers are the next most important form of social support. This is particularly noteworthy in the case of teenage girls, 42% of whom say they would turn to a friend about something that had upset them online. It is interesting to note also that siblings likewise offer an important form of social support: one in five of all children, a quarter of teenage girls, say that they would turn to a sibling if they were upset about something online.
Overall, children do not turn to teachers in any significant numbers. Given the importance of schools in reinforcing positive messages about online safety and in promoting effective strategies to deal with bullying, this low finding is perhaps surprising. Just 7% of children mention a teacher as a likely source of support, though younger children are somewhat more likely to talk to a teacher. Table 5 shows that country variations are also pronounced here, with Portuguese and Belgian children more likely to look for social support (80% and 78%, respectively). By contrast, children in Denmark are the least likely to do so (56%). Mothers are the main source of support for children in all countries, especially in Portugal, Belgium, and the UK. In most countries, children are likely to talk to their mothers or fathers when something bothers them on the Internet, except Romania, where children choose their brother or sister or friends (25% and 24%, respectively) over their fathers (19%). In most countries, the percentages of children who talk to teachers when something bothers them are relatively low, varying from 4 to 7 percent, with the exception of Portuguese children (30%). However, overall, one in three children is still unlikely to ask for support from parents, peers, or teachers. 
Past Experiences of Social Support
Most children (67%) say that they would talk to someone if something had bothered them online. But what about their previous experiences: have children in fact received support from parents, friends, or teachers in the past when something upset them on the Internet? Similarly, have parents, teachers, or friends spoken to them about what they would do if something ever bothered them online? Table 6 examines past experiences of having received social support from one of these sources. Table 6 shows that parents are both the most important sources of mediation of online safety and the source of social support when something upsetting happened in the past. Fifty-seven percent of parents have spoken to their children about how to handle a problematic situation online and 41% have helped their children in the past with an upsetting experience. The role of parents in giving advice about how to cope is a constant with all age groups and somewhat higher for younger children. With the exception of older teens, parents are also the ones who have helped in specific situations that have occurred.
There is a gendered dimension to parental support. Both in terms of giving advice and actually intervening in situations where the child has been upset, parents are more likely to respond to girls than boys. There are also some interesting differences in SES in relation to parental support. While more parents from lower SES homes have spoken about how to handle an upsetting situation online, a higher proportion of parents from high SES homes have actually helped in a difficult situation that arose.
The role of peer support is one that rises steadily with age. Younger children, especially 9-10 years of age, seek social support primarily from parents. As children get older, peers become more important, equaling the role of parents for older teenagers. This is especially the case for girls, 37% of whom have been helped by friends when something upset them online. Despite the fact that just 7% of children say they would turn to a teacher if something bothered them online, one in five of all 9-16-year-olds have in fact been helped by teachers, rising to 27% of 15-16-year-olds. It is also notable that teachers actively engage with children of all ages, from 37% of 9-10-year-olds to 44% of 15-16-year-olds, on how to deal with upsetting experiences online. Again, somewhat more girls than boys report having been helped by teachers.
Conclusions
The findings presented by the Net Children Go Mobile project show a rise in cyberbullying compared to data revealed by EU Kids Online. EU Kids Online found that while cyberbullying was not the most prevalent risk that young people encounter online, it is the one that has the most severe impact [8] . Its findings showed that cyberbullying is a phenomenon that particularly affects teenagers, is closely associated with more intensive Internet use, and happens mostly on social networking sites [12] . With new data from seven of the original 25 countries, Net Children Go Mobile shows that while overall incidence of bullying has not increased since the EU Kids Online survey, cyberbullying is now more prevalent than face-to-face bullying and occurs most commonly on SNS.
This shift in experiences from bullying offline to online is most noticeable for girls and for early teenagers and is markedly a feature of increased use of mobile media technologies such as smartphones and tablets. More research is needed into the causes and contexts that give rise to bullying behavior. However, it is tempting to view the 'always-on' connectivity afforded by portable and personal media as a contributory factor to increased reports of being bullied online. The question of whether this is a direct outcome of new media devices or rather, a result of changing ways in which children access and use the Internet requires further analysis. It is also the case that since the original EU Kids Online survey, extensive educational awareness campaigns have taken place, sensitizing young people to the phenomenon and raising awareness of bullying behavior, the role of bystanders and the blurred lines between being bullied and bullying. More generally, the Net Children Go Mobile project has tended to view the 'more opportunities, more risks' hypothesis as a valid framework for understanding the changes associated with smartphones and tablets, changes that lead to more pervasive Internet access and use in children's everyday lives [21] .
